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Abstract: Electronic markets are no longer limiteccommercial businesses (e.g., B2B); currentlgy thlso spread to
the governmental sector. The governmental sectotbeaefit from collaborating and forming Networlganizations
(NOs) with businesses, for example in developing @ustoms procedures for international trade. Thei€ now
realizing the potential benefits of G2B collabovation e-Customs. An existing dilemma however, & tBuropean
governments would like on the one hand to incresesgurity and control and on the other hand to redihe
administrative burden for businesses. In this paperapply the ®control design approach to a case study concerning
the export of beer to investigate how Customs mioges can be redesigned while coping with busiress
administrative challenges. We exteriticentrol by proposing a combined approach includingh value-base and
process-based modeling during redesign.

Keywords: E-government, e-Customs, inter-orgarizedi control, procedure design
methodology, electronic market.

1 Introduction

With the tremendous development of information andchmunication technology (ICT), many
companies set up or joined network organization®gNand electronic-based supply chains.
Internet-based network organizations provide coitipetadvantages (e.g. new markets, cost
saving and improved efficiency) that a single conmypaan hardly achievfPM95]. Electronic
markets are no longer limited to the business field.., B2B). The governmental sector can
benefit from collaborating and forming NOs with messes. Potential benefits are already
clearly visible. For instance, electronic invoicimgDenmark saves taxpayers €150 million and
businesses €50 million a year. If this could beoiced all over the EU, annual savings could
add up to over €50 billion [EU06]. However, such N&e only sustainable when all participants
benefit from the network. Especially, when the gaweental sector is involved, not only
financial costs and benefits are considered, bst a@ontrol and security issues should be
addressed. To achieve the sustainability of NOghm context of G2B interaction, a good
governance structure is essential. Neverthelesgerdugovernment procedures create a barrier to
this G2B interaction, as very often government doeents are still paper based and various
government procedures are still not harmonized. tiie end, it is necessary to redesign
government procedures, using ICT instead of papsedb solutions.

1 This research is part of the ITAIDE project. IDHE (Information technology for adoption and intgdint design for e-government)
project (nr. 027829) is funded by th® Bramework Information Society Technology (IST) gham of the European Commission, see

www.itaide.org



A good example for such interactions between gawenis and businesses is e-Customs. We
investigate how Customs procedures can be redesigvidle coping with business and
administrative challenges. For example, for a girgntainer crossing borders in international
trade, on average about 30 documents/signaturesnantved [Do06]. This is a significant
administrative burden for both Customs and busegesSimplified and paperless Customs
procedures, based on innovative information teabgiek, are desired and will improve the
efficiency as well as lower the cost/burden forfbGustoms and business. Such redesign efforts
may lead to changes in the roles and the linka§éseoactors in the network [KS94]. When we
redesign procedures we must make sure that evegythistill in control — duties are collected,
smugglings are prevented and security is ensuredhib end, we need a Customs procedure
redesign approach that incorporates detective aedeptive anti-fraud control mechanisms in
international trade.

In this paper, we use an extensive case studyeitbéler industry to study théeontrol design
approach [KGTO05, KT05] in a G2B network context.r@esearch is in line with action research
studies [BP99, HL80], which demonstrates the applidy of a theory in a complex real-world
situation, where researchers are actively involueda business context, influencing it and
observing the changes. Some changes are simukatethd nature of the study is exploratory,
involving future technologies), while other changes actually implemented.

This study yields results and contributions for lodheory development and real domain
applications. The general use &foentrol has been discussed by [KGT5]. While scefaontrol
has used a value perspective for designing continlghis paper we posit that the value
perspective is not sufficient, and it must be caoredi with an operational view: a process
perspective. We demonstrate our combined appra@aatconcrete e-government domain, namely
e-Customs. Customs controls are a pre-requisitehirsustainability of network organizations
for international trade. To continue our study, ewgrently engage in implementing innovative
information systems and technologies by three magoties: BeerCo NL, TRECPro (acting as a
technology provider) and DTA (the Dutch Tax and ©Gos Administration). The application of
new information systems and technologies will reghtlhe way of collaboration between trading
partners and Customs. We show how such innovatiangeplace human-based procedures, and
result in an improved degree of control.

By applying a two-perspective baseticentrol to the beer case we (1) gain insights ihio
control problems in this study, (2) assess possible e-Customs procedural solutions to cope
with these control problems and (3) demonstrate hasiness networks change when they are
extended with control mechanisms.

The remainder of the paper is organized as folld#rst, in Section 2, we discuss how to achieve
an acceptable redesign for network organizatiors governmental context. Next, in Section 3
we present our research approach, and argue femdirg the value-perspective basédantrol
with a process perspective. In Section 4, a castystn Customs procedure redesign for beer
export is discussed in detail. Finally, in Secti& conclusions and further research
recommendations are given.



2 Procedure redesign for e-government in network @anizations

The network organization (NO) is an emerging negaaizational structure. It can be seen as “a
collection of autonomous firms or units that behage a single larger entity, using social

mechanisms for coordination and control” [BoO1]. ijlacompanies have already set up their
NOs: they send e-invoices along electronic supgigires and do B2B transactions directly

through the Internet [KH98, KS94]. Beside beneditsh as transaction cost saving and improved
efficiency, ICT-based NOs enable collaborations there not possible in the past [KS97].

When NOs involve international trade, governmergsome a key player, collecting duties and
handling import/export procedures. However, as ngmsternment documents are still paper
based and various government procedures are ndtaystonized, the original electronic-based
business networks are hampered by governmentsnfRedbe EU has realized that Customs
administrations should team up with businessesaamgrs in international trade: Customs can
join NOs with business partners. Efforts in thigedtion have been made by various e-
government projects within the EU. E-governmentedi&bnic government) refers to
“government’s use of technology, particularly wedsed Internet applications to enhance the
access to and delivery of government informatiod amrvice to citizens, business partners,
employees, other agencies, and government entfie€’1]. Nevertheless, these NOs are only
sustainable when all participants benefit from tiedwork. Hence, to achieve sustainability of
NOs a good governance structure is essential.

A dilemma faced by EU governments is how to redheeadministrative burden and at the same
time increase the control and security for inteomat! trade. A key enabler for solving this

dilemma is the use of innovative information tedogy. Technological solutions are currently

being developed by governments as well as comniebcisinesses to facilitate cross-border
trade.

Although technological solutions have the potential solve administrative and business
challenges, technology itself is not enough. Maetdrs need to be taken into account when
redesigning procedures and business processesO]0&8ne Business Process Redesign (BPR)
as “the analysis and design of workflows and preeeswithin and between organizations”.
Information technology is a key enabler for BPRwhwger “the process of ‘reengineering’
involves the breaking of old, traditional ways afing business and finding new and innovative
ways” [Ha90]. BPR requires a broader view on atiigiand IT, and that IT should be viewed not
only as a means for automation but also as a meshao fundamentally reshape the way of
doing business [Ha90; DS90].

Interesting insights on how to arrive to an acdelptdre)design of network organizations are
provided by [KS97] who propose a number of stepsddesigning processes. They emphasize
the importance of modeling in the redesign proaglsere multiple parties are involved. They

argue that modeling plays a key role in both irdligil analysis (to capture the view of an

individual actor on the redesign) and in the pgréitory requirements analysis (to allow for

identification of potential differences in the peptions of the redesign by the different actors).



[KS97] do not explicitly take into account the cdmp interplay between public and private
organizations in the redesign, which is the casagovernment in the cross-border trade context.
While it is not the goal of this paper to make aalgsis of the differences between the public and
private sector, studies as [RBL76] have observeddmental differences between the two such
as; environmental differences, internal differenaed differences in organizational/environment
transactions. These differences need to be takeragtount in redesigns involving the private as
well as public sectors [TYSO0Q].

3 Research approach: combining value and processnseectives

Extensive research has been done in developingid¢isefor designing internal and inter-
organizational control mechanisms [e.g. [AL99, BL®YLL92, CO92, RS03]]. The common
focus of former research is on the process leveldih et al.[GA0Oa] discuss in detail the
differences between value-based business modetidgpeocess modeling. They argue that a
process model shows how a particular business sfamdd be carried out, while a value-based
business model focuses on what is offered by whaviom and why rather than how these
offerings are selected, negotiated, contractedfalfiled operationally. Kartseva et al. [KGTO05]
propose that the design of control mechanisms shéadus on economic value exchanges
(transfers) between NO participants. A value patpe helps understand the primary purpose of
control mechanisms and ensure that one does ngitizeéi’ existing paper documents without
considering fundamental changes of custom practitesrefore, a value-based*&ontrol”
conceptual modeling approach is presented to ddsign-organizational control mechanisms
[KGTO5]. “E3-control” is an extension of the’-valu€ business modeling approach [GAO1]. It
takes into account the economic interests of allp@rtners of a network, and control mechanisms
to safeguard these interests, such that partnarseegonably expect to reap the benefits of their
participation in the network. [KGTO05] suggest thasign of inter-organizational controls should
include three steps:

(1) Design of the ideal situation of business neksaising a value perspective, assuming that
network participants always fulfill agreements @odtracts;

(2) Control problem analysis, or the analysis adgiole sub-ideal situations with possible control
flaws (e.g. fraud and opportunism);

(3) Design of inter-organizational control mechams(IOCs), to detect and prevent these fraud
and opportunism cases.

These three steps can be iterated in cycles assinave Figure 1.

Kartseva et al. [KGTO05] adopt a value perspectivéel-control” as their starting point. Two
arguments support this choice. First, control maims are safeguards, in the sense of
Transaction Cost Economics, to guarantee that arhamge of economic values between
organizations takes place as agreed upon (e.g.contract) without faults (intentional fraud or
unintentional mistakes) (see also [Wi79]). In otia@rds, we need control mechanisms in order
to ensure that value transfers — exchanges of tsbggceconomic value — take place correctly.
Second, as models are used to identify differeimteke interests of the parties involved in the
procedure redesign, value-based modeling approaieeaseful to analyze whether a win-win
situation is achieved in a multi-actor setting.

2 For further explanation orf-galue see Figure 3.
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Figure 1: Thee®-control design approach. Adopted from [KT05]

However, we argue that while the value perspecisvémportant and valuable, no single
perspective is rich enough to analyze control pnaisl and redesign procedures. We posit that
designing control procedures and mechanisms rexjthiag we add a process perspective to the
approach proposed by [KGTO05]. First, the existingwledge base on control (scientific research
as well as best practices from the auditing andwating fields) is based on process level
[e.g.[AL99, BLW99, RSO03]]. Second, in our experienwith domain experts, they are more
familiar with and have better knowledge at the pssclevel than the value level. Third, the two
perspectives address different issues, both oftwhre required. A value perspective describes
which value transfers should be safeguarded by contemlhanisms. However, as it does not
describehow these values are exchanged/transferred (whichpareess elements), it is not
suitable for describing and designing operatiopaltfons, i.e., control mechanisms.

We therefore conclude that to apply domain govecteand control, we have to look into the
detailed process level. Our approach combines s@silat both levels of abstraction: a value
perspective (focusing on who provides what to whamad why in a network) and a process
perspective (focusing on how the above is realizEdpst, we assume a value perspective to
design an initial business model in an ideal sitlmatWe analyze which economic values are
being exchanged by which actors involved in a ndtpwand interview domain experts to identify
the critical value transfers that should be warranted by me&nentrol mechanisms. In the next
step, we focus on the process level analysis. ép & with the help of domain experts we
investigate the business processes that realizeatttier identifiedcritical value transfers (rather
than the whole business model). We study how ctircentrols are applied in a network to
safeguard these values transfers, and identifysflemthe current situation by applying process-
based control principles from the auditing and aotimg literature to the current processes.
Process based UML activity diagrams are drawn taws$pecific control problems in the AS-IS
situation. Further, in step 3, we add/change cbntrechanisms according to auditing and
accounting control principles at the process petsge resulting in redesigning the business
process. Having introduced new controls may haemghd the related business model, as often
control mechanisms are offered as commercial sesvidherefore we finally draw the new
business model, and evaluate it from a value petispe to investigate financial feasibility. The
combined redesign approach is described in Figusel@wv. We will discuss the application of
this approach in detail in Section 4.



Stepl: i Step2: Step3: Step4:
Preliminary ! Identify Redesign Evaluation
analysis i control control
! problems mechanism
Value perspective i Process perspective Value perspective

Figure 2: Redesign approach (Value & process petisies combined)

We use visualizations of business models (valuspeetive) and process models to communicate
with domain experts. We visualize step 1 and 4 withvalue based-®alue business modeling
notation [GAO1] and illustrate step 2 and 3 witlogess based UML activity diagrams [FS97].
We assume readers to be familiar with the UML riotdt Figure 3 shows an example of dn e
value model in a case that a buyer who purchasedsgmom a seller and offers a payment in
return. According to the law, the seller is obligedpay value-added tax (VAT). This can be
conceptualized with the following-@alue constructs (in boldjctors, such as the buyer, seller,
and the tax office are economically independentiest Actors transfevalue objects(payment,
goods, VAT) by means ofalue transfers For value objects, some actor should be williag t
pay, which is shown by walue interface A value interface models the principle of economi
reciprocity: only if you pay, can you obtain theogs (and vice versa). A value interface consists
of value ports, which represent that value objects are offerednit requested from the actor’s
environment. The scenario starts with a start dtigjun mostases presents asnsumer needf

an actor, which, following a path afependencieswill result in the transfer of value objects.
Transfers may be dependent on other transfergan fo aboundary element(end stimulus)
which finalizes the scenario.

Consumer  Actor Value Value  Value Dependency Boundary
need Interface Ports Transfer Element
Good
@ P — . B F @
< —_— ]
Payment
Payment No VATl
I e —
] 7 O |
L Tax O
Buyer Goods Legal Office

Compliance

Figure 3: Example of a@’-value business model of a purchase with tax paymen

3 For detailed UML explanations, please refer to oM. and Scott, K [FS97]



4 Case study: Customs procedure redesign in the br@adustry

Our case covers an intensive study in the beersinduwhich aims to investigate how to
introduce e-Customs for handling procedures cormgrexcise goods in cross-border trade
instead of the current paper-based procedurestheocurrent paper, we examine the export of
beer from the Netherlands to the UK. This caseystsconducted in the EU-funded integrated
project ITAIDE (www.itaide.org). When excise gooffsg. alcoholic beverages, cigarettes) are
sold, excise duty must be paid. In principle exa@saty has to be paid in the country where the
beer is actually consumed. Hence, a Dutch beerupaydcan export beer to a retailer in the UK
without paying excise in the Netherlands. Yet, btacn exemption from excise payment in the
Netherlands, the Dutch beer producer needs to phatet has indeed exported the beer outside
the country. The questions are (1) how can the IDatathorities ensure that excise is paid
whenever it is due, and (2) how can an evidenoexpbrt be provided. Other control problems
exist in this beer export scenario; what are theg how can they be tackled?

The following actors are involved in this scenario:

e BeerCo NL: A large Dutch producer of beer.

« BeerCo UK: The UK branch of the Dutch beer produéemctions as an intermediary
between BeerCo NL and retailers in the UK.

* BeerCo Holding.: The mother company of Beer NL Bedr UK.

e Carrier: A transport company that physically ships beer from The Netherlands to the
UK in containers.

e Customs NL: The Dutch Customs

¢ Customs UK: The British Customs

* Retailer: A UK-based company that buys Dutch bemnfBeerCo UK.

* Excise Warehouse (EW): An excise warehouse is &vearse which has been certified
by the authorities for the deposit without paymeiduty of goods liable to excise duty.

« Supermarkets UK: Resellers that buy beer from ¢kailer, and sell it to end consumers.

e Consumers: Any John Doe who wants to buy beer.

Currently, the core document for excise-free shipmis the paper based Administrative
Accompanying Document (AAD). This document is sidjiy the excise warehouse in UK and
then sent to the UK Customs. The UK Customs thgmssihe AAD document as a proof that the
goods have arrived in the warehouse in the UK.IKinthe signed AAD is returned to the Dutch
beer producer as proof that the goods have ariivelK and will be presented to Dutch Customs
on request. It typically takes up to three montéfote the AAD is received back by the shipper,
and in many cases the AAD contains incorrect datese incorrect excise data have to be
corrected manually by the business as well as tstoths agencies. Hence, the AAD leads to
much administrative burden and possible fraud @88lalcohol-related excise fraud in the EU
amounted up to €1.5 billion yearly [EUO6a]). Theref the EU has started an initiative to
introduce e-Customs for excise goods, replacingepbpsed control procedures for excise
handling in cross-border trade by electronic proces. The European Commission has initiated
a new information system to replace the paper Atb,so-called Excise Movement and Control
System (EMCS). The basic idea behind EMCS is a®visl Every EU member state will
implement its own EMCS. When a company from one rieémber state ships excise goods to
another EU member state, the sending party dectheesxcise free transaction in the national
EMCS, and the receiving party declares it in itiamal EMCS. Both Customs administrations
can then compare declarations to validate exenmgpfimm excise duties. However, our analysis
shows that EMCS is not a complete paperless soludi® a reference number (printed on another



paper document) is still needed to facilitate ptaisicontrols of shipments, which means the

paper based AAD will still be used as “stop” functiwhen cargos are stopped and checked en
route. We illustrate that the EMCS solution camizale completely paperless and more efficient
if it is combined with, or even replaced by ICT-ed<ontainer security technology.

Achieving such a paperless solution is not asgtiorward as it appears at first sight, we will
discuss it in detail in the later sections. Funth@re, we show how innovative technologies can
replace human-based procedures, and result in & higher degree of control. Typically, in the
current situation (using paper documents and hupesformed procedures) about 2% of
shipments are physically inspected. In the nevasin, that takes into account new technologies
to support electronic documents and automated psese up to 100% control of export evidences
Is possible. These and similar insights have be@med by applying our modeling approach.

4.1 Step 1. Value perspectiveRreliminary analysis

We take the value based business modevdkie) as our first step of the redesign. The ealu
model shows the essentials of the way of doingnassi in terms of stakeholders creating and
exchanging value objects with each other. The rgaal for the value based preliminary analysis
is to answer the questiomvho is offeringwhat to whomand expectsvhatin return”. The main
design questions relevant for the value modej@A00al:

Who are the value adding actors involved,;

What value-creating or adding activities do thestera perform;
Which offerings are produced and consumed by theteties;
To whom are these offerings offered;

PR

With the value based business model it is easyet@hr a common understanding between
stakeholders regardimgho is offering and exchangingshat with whomand expectahat in
return. We performed interviews with business etgpew explore which value transfers in the
business model may be violated, and what the ggwvefisuch violations is. By doing so we
identified critical value transfers; these are value transfers fochwvbontrol problems should be
analyzed and handled. In the current paper we foou$e risk that BeerCo NL will sell beer in
the Netherlands, and declare it as exported inrdacdebtain exemption from excise duties in the
Netherlands. In our beer case, when BeerCo NL camepexcise free delivery outside the
Netherlands, it is exempted from excise dutieshi Netherlands and is considered compliant
with the law (see exchange between BeerCo and @asil in Figure 4). BeerCo UK sells the
beer to a Retailer with EW: a retailer licensedtfa excise warehouse function. The retailer with
EW sells the beer to UK supermarkets, for a prita tncludes the excise, and pays excise to
Customs UK. The current (AS-IS) business model ategi from the ideal situation because it
already includes control mechanisms to safegualiteviaansfers; in contrast, [KGT05] assume
that no errors or fraud can occur in an ideal modetl hence an ideal model does not require
control mechanisms. In fact, an EW is a control ma@ism, to enforce excise payment. Also the
earlier mentioned AAD is a control mechanism. Hogre¥o see how these controls are applied
we need to move to the next step — a processfeglekign.
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Figure 4: Ideal business model for beer export

[Note, the notion AND and OR connection elemenéswemed here, which are illustrated as below:

AND OR
dep. dep.
- o

Figure 4.1: AND and OR connection

AND and OR connection elementsAn AND fork connects a dependency element to one or more depend
elements, while th&ND join connects one or momependency elements to one other dependency eleA®@R
fork models a continuation of the scenario into onectima, tobe chosen from a number of alternatives. D join
mergegwo or more sub-scenarios into one scenario.]

4.2 Process perspective Problems identification and control mechanism redesign

A separation of concerns regarding value perspedivd process perspective is needed here.
Unlike value modeling, process modeling (UML adiyiis workflow-oriented, and it showsow

a particular business case can be carried outoédih value-based business modeling provides
us a good starting point for identifying differamiguirements of stakeholders in the network, it
could not give satisfactory answers of how theg@irements are selected, negotiated, contracted
and fulfilled operationally. Especially, when desigg control mechanism for e-government in
NOs, we are required to look into the detailed pssclevel identifying control problems and
redesigning control mechanism.



4.2.1 Step 2. Identify control problems

Domain experts enumerated several main deficienaiethe current paper-based procedures,
including (1) timeliness (procedures require lorgigds, which is misused by fraudsters), (2)
high costs, (3) errors, (4) no sharing of informatbetween national Customs administrations
and (5) inability to perform efficient and effeatiphysical checks, resulting in too weak security
and too much possibility for fraud. Figure 5 shawsartial process model that corresponds to the
AS-IS business model. Currently, the core docunfienexcise-free export is the paper based
Administrative Accompanying Document (AAD). Thene @awo roles performed by the ADD as
we discussed before, (1) to identify a shipmentaqrhysical check en route (so-called “stop”
function), and (2) — once it has been signed inctinntry of destination — as a proof of export,
for exemption from excise payment at the countrgragin. However, the current AAD solution
leaves much administrative burden for both sideSudgtoms and Business, yet it can not provide
satisfactory Customs control.

Six principles should be followed when control jgpbed inter-organizationally [BLW99, CL92]:

1. If an operational task exists, its correspomgdoontrol task should exist as well and should
always follow the operational task.

2. If a control task exists, it must be furnish®d supporting documents. These supporting
documents should be the result of a previous cbtdsk that directly withesses the activity
to be controlled.

3. Supporting documents should be generated bguece independent of the source which
generates the document to be verified.

4. If a control task uses a supporting documehmis should be transferred directly from the
control task which verified it.

5. An operational task and its corresponding calrtask should be segregated into two different
positions and into two different agents.

6. The agents responsible for the operational &t its corresponding control task should be
socially detached.

Applying above principles to the export of beemfrthe Netherlands to the UK (see Figure 5),
following rules need to be applied:

1) The supporting documents must be provided bgirty independent and socially detachef
BeerCo NL. The reason for these criteria is to er¢\BeerCo NL to manipulate the evidence.

2) The supporting documents have to be based wfitreessing activityexecuted before the
“Verify excise” activity. The most elegant case Wwbilbe the witnessing of the export is
performed by Customs NL, a party who has a dimetgrest in this control. However, Customs
NL is not always able to direct witness the exmittier apply 100% checking, as the AAD is not
returned back to Customs NL (the AAD is returnedshipping company to BeerCo NL), unless
Customs NL asks for it from BeerCo NL for audit pose.

3) Finally, the signed AAD (supporting documentdsld be transferred directly from the activity
which generates it to the activity which intendsuge it. Direct transfer of documentary evidence
is crucial for avoiding possible tampering by imediary agents.

From the process based model (Figure 5) we camnlylsee that the current AAD solution

violates principle 2 and 4 of control principlehelAAD document should be directly transferred
to Customs NL without passing though BeerCo NL, wiay possibly falsify the document. And

10



Customs NL should be able to directly withess aankelpossible 100% check of export activities
of BeerCo NL. Instead, Customs UK stamp the AAD,ohhis in fact an export witnessing
activity.

Customs NL BeerCo NL Retailer with EW Customs UK
Export
Beer
Excise P I Declare
Declaration excise

I
Forward
— AAD < — <
_ - ant AAD

[perform
check]

No direct witness }
No 100% check ‘
!

- -

check]

=

Forward A 7
- AAD Y

No direct transfer

[Complia
nce]

Figure 5: AS-IS model with AAD (Export to the UK)

[Note: for detailed UML explanations, please rateFowler, M. and Scott, K [FS97]]

4.2.2 Step 3. Redesign control mechanisms

Governmental and commercial organizations are otiyreleveloping IT-enabled solutions to
cope with these and other deficiencies and coptablems. Examples are the earlier mentioned
EMCS, and the TREC technology of IBM. TREC (Tampesistant Embedded Controﬁ)a'rs a
container-mounted device that can detect whethdrvdren a container is opened and whether
the opening is authorized or not. It is intendedréduce fraud and increase security. By
monitoring a container’s position coordinates, s&ssage can be automatically sent by a TREC
device to the carrier and to Customs NL when th&taioer actually leaves the Netherlands, or
deviates from its predefined route. TREC devicagddttherefore replace the AAD’s functionality
to provide evidence of export.

We developed a number of scenarios, reflectingouarNO designs using different procedures to
solve the problems described in the previous secténd discussed them with experts in
workshops. One such scenario is the use of theeeanentioned EMCS to report transactions

4 Further information on TREC is availablehttp://domino.research.ibm.com/odis/odis.nsf/paueenid.06.html
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with excise goods. Another scenario involves theETRtechnology, and a third scenario
combines EMCS and TREC. Our analysis showed thahwWwiREC technology is used, EMCS is
superfluous. We therefore focus here on the scebased on TREC only.

Using TREC technology, we consider the followinggadure for international trade in excise
goods. As soon as a container with beer is closdtegremises of BeerCo NL, the TREC device
on that container triggers sending a message flunBRP system of BeerCo NL to some
database or information system of the carrier, anubtification is sent to Customs NL. This
system could be EMCS, but we are currently assgsd8o a visionary solution, where such a
message will be used not just for excise purposes,also for VAT, export declaration and
national statistics declarations. Hence, the dataret just sent to excise systems, but are
available for all government systems related tooeixdata processing. In such a case, EMCS
becomes obsolete. For the sake of the currentshismy we shall call this database/information
system the EPCPSwithout discussing it in detail. As soon as thetamer physically leaves the
Netherlands, the GPS-based TREC device sends ageetssthe EPCIS, providing digital export
evidence for this shipment. Furthermore, if thepsfent is physically inspected en route,
Customs officers can use handheld devices to obizrss — via the secure TREC devices — to
the commercial information identifying this shipnhém EPCIS.

Figure 6 shows a partial process model of thissoned scenario, which can be used for intra-
EU deliveries as well as for export outside the BY.EPCIS can be seen as part of the TREC
application, we omit the EPCIS from this figure faevity. As shown in the figure, a new actor

has to be introduced: a TREC service provider. Thisot necessarily the hardware producer; it
can theoretically be the carrier or a third pa@gucial for the scenario’s success is that the TREC
service provider is trusted by the Customs adnmatisins, as required by the control principles of

[AL99, BLW99, CL92, C0O92, RS03]. Such trust is waglly achieved by means of certification.

The idea of “TREC only” application is to repladetpaper based AAD with electronic TREC
messages exchanged from the TREC device placechercdntainer. The TO-BE scenario
improves the witnessing activity (direct and 100Peak — control principles 2 & 4). It allows
making a statement about export when the fact ofsing the border actually happens. The
TREC device will send an electronic message (wittva and departure information), which has
a role of supporting document, directly to Custdwhswhen containers actually cross the border.
The role of TTP (trusted third party) is now taknthe TREC provider (this provider should be
trusted by all the parties in the trade). This acenalters the location of the “Witness export”
activity as well as the way the witnessing is exedu

The TERC device can be accessed by Customs offetersute, using a handheld device. This
enables Customs officers to obtain informationl@dontents of a container in case of a physical
check (“stop” function). Besides, the TREC alsdf@ens real-time “Witnessing” when sending a

message to Customs NL as soon as the containéefhee Netherlands. This evidence of export

can be directly sent to Customs NL by TREC, withpos$sible manipulation of the intermediate

party. At last, it supports 100% check of excisefdeclarations of Customs NL. However, in

order to make all this possible one issue need=metepecially emphasized: the TREC provider,
which acts as TTP, has to be independent and sod&thched from BeerCo NL.

5 The EPC Information Service [EPCIS] is a speatfin for a standard interface for accessing ER@e® information. Because an
Electronic Product Code (EPC) gives each objectigque serial number, each individual object catrédeked independently and
fine-grained real-time information about each indli}al object can be collected, stored and acted upar further information, please
refer to http://www.ifm.eng.cam.ac.uk/automatioaé@rch/epcis.html

12



Customs NL BeerCo NL Retailer with EW TREC service

provider
Automatic
beer /' trustworthy i efpett

witnessing

Receiven . | TREC
Message/~ [~ [T T T T T - | Message

TREC Excise t
— _- 7| Dedaration excise

Direct transfer

h 100% check

[Compli
ance]

Figure 6: TO-BE process model: with TREC

4.3 Step 4. Value perspectiveEvaluation

With the above scenario, the AAD and even EMCS lde2r function of providing export
evidences. TREC technology can deliver the sam#eace in a simpler way. The new actor and
change of value transfers can be seen in the \mlsed business model depicted in Figure 7.

The scenario sketched here is far from completés aften the case in explorative studies. For
example, open questions include (1) to whom woled TREC device send a message when an
unexpected event occurs (e.g. unauthorized comtajpening), (2) who would offer the TREC
services, (3) how is the device’s security managed more. In the new business model the
TREC device is used to facilitate the access tongerial information concerning the goods, as
well as movement information. This is opposed ® ¢hrrent situation, where information flows
from BeerCo’s ERP system to Customs NL provide ceneml information on the goods, while
the paper-based AAD provides movement informatieMCS is no longer required, because the
TREC pro-actively provides the same export evidehat EMCS would provide. Therefore the
same control is achieved without the need to implenthe less efficient EMCS. Furthermore,
while EMCS is intended to handle excise duties oty TREC-based procedure facilitates
handling any governmental procedures concerningséime goods: excise, VAT, export/import
declarations and more.

From the perspective of Customs NL, the TREC teldgyand related services are used as a
control mechanism, to verify BeerCo's excise dexlans. The unigqueness of this business
network is seen in the fact that when a contrgbasformed by an external commercial party
combined with ICT solutions, a much higher degréecantrol is achieved than when the
Customs would perform the control themselves. FrBeerCo’'s perspective, the TREC
technology enables more control on the supply chidiimely, using TREC devices (1) BeerCo
can always tell where exactly its shipments arel @) theft and smuggling are prevented or
detected immediately by detecting unauthorizedaioat openings.
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The value-based business model in Figure 7 carsé to evaluate the financial feasibility of the
above scenario. Feasibility of the redesign mehas dll actors involved can make a profit or
increase their economic utilities. Value-based tess models enable us to see how NOs create
values through ICT-based solutions. Naturally teevises of using TREC devices have a price
tag, and BeerCo NL will have to pay a fee for udihg device for every shipment. In the new
scenario, the new actor —TREC provider— will insedheir profit through charging for the
services, and Customs NL will enjoy a better cdrafdhe excise payment. As to the other main
actor —BeerCo— will get the simplified Customs mdere and thus reduced administrative
burden. However, BeerCo will still need to pay {odirectly) services provided by TRECPro.
Although the price for using the TREC device pepstent is not yet known, bearing in mind
that BeerCo NL exports great volumes of beer par,yi¢ is highly likely that the costs will be
significant. Thus some incentive is required foeBgo to justify these costs. This incentive can
be provided by another partner in the network: @ust NL (government). More specifically,
currently the EU is shaping the concept of AuthediZconomic Operator (AEO). The idea of
AEO is that each Customs administration will estdibh partnership with the private sector in
order to involve it in ensuring the safety and s#gwf the international trade supply chain. The
main focus is to create an international systemdentifying private businesses that offer a high
degree of security guarantees in respect of thérin the supply chain. These business partners
should receive tangible benefits in such partnpssiim the form of expedited processing and
other measures. Typically, companies that use TRESmilar technologies have a better control
of their supply chain, and therefore will be allalvby the Customs offices to use simplified
Customs procedures, relieving some administrativeldn. The introduction of the new actor
(TREC provider) may change the roles-linkage amonginal actors of the NOs and result in
change of the structures of the business netwoBOK. Value-based business models increase
the understanding of the complexity of the netwahkd could provide useful information for top
level management and policy makers.

5 Conclusions and recommendations for future reseah

A number of approaches exist for designing businesdels of network organizations, including
BMO [0s04], value webs [TLT00] and-galue [GAO1]. They all assume a value perspective,
namely they focus on issues as value transfereyaopositions and revenues. These are all very
typical concerns for a business analysis invohdammercial businesses, but when governmental
organizations join NOs, they have other conceras financial gains. Customs administrations
are concerned with collecting duties, but also ws#curity and safety. Mainly, Customs
administrations control supply chains and inteoral transaction to ensure that their goals are
achieved. As a result, we claim that business aralyor NOs involving the governmental sector
must explicitly handle inter-organizational control

Control, however, is typically of operational nauA value perspective only is therefore not
sufficient for performing the required businesslgsia. We therefore suggest extending value-
based business analyses with an operational viemely a process perspective. The value
perspective is used to understand the core busimedsl and to pinpoint the values that must be
safeguarded by control mechanisms. Next, the psopesspective is used to understand how the
above value transfer violations may occur, anddbgintrols into existing or new business
processes that realize the underlying business ImGaee this has been done, we return to the
value perspective to investigate how the newlyodticed controls affect the business model in
NOs, and to asses the financial feasibility thereof

We propose to combine both perspectives in fheostrol approach. In the current paper we
investigated how this approach can be appliedlange case study concerning the export of beer.

15



At the same time, we use this and other case studiéurther develop the*-eontrol approach
into a sound methodology. Our future research &ffwill focus on (1) deriving control problems
in a given business model, (2) the relation betweesiness models and process models, (3)
designing control mechanisms to solve the eartlentified control problems and (4) how the
above is different in the public sector comparethoprivate sector.

From the business domain perspective, our modaebapproach showed to be useful for
redesigning Customs procedures. Visual models pagiusiness intricacies and show clearly
power structures in a network organization. Thegreéfore serve as a facilitating tool in
discussions and workshops aimed at eliciting kndgdefrom business experts and exploring
possible procedure redesigns.

From a research perspective, the value-based medalsle us to identify where in a business
model exist value transfers that must be safegdamdext, process level models enable us to
analyze and demonstrate how to add control meahmaniisto business process. And at last, we
assume a value perspective again to evaluaterthadial feasibility of the redesign and explore
the role/value changes of the network organization.

We are currently implementing in the ITAIDE projebe e-Customs procedure sketched here in
a real-world setting. We intend to test it by slmgpreal containers of beer, and to verify whether
and how control can be maintained using our e-@ustorocedure.
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